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1. INTRODUCTION

The population census has been an important output of official statistics for a long time.
In the current global situation, researchers are increasingly interested in combining cen-
sus information from different countries. In Europe an attempt to facilitate this more easi-
ly was taken by Eurostat in developing the Census Hub: a software system where census
tables from the participating EU member states can be found. These member states each
filled the Census Hub with their own census tables. The census tables are about personal
information and are giving information at quite detailed level: crossings of many descrip-
tive variables, often with detailed categories. Hence, even though tabulated data, some
statistical disclosure control methods are needed to protect the individual privacy of the
people in the census tables of those member states. Up until the 2011 census, all member
states defined and used their own 'proper' SDC method(s). This led to the undesired situa-
tion that although the tables from the member states were available through a single por-
tal, combining the information over different countries in a useful way was in some cases
difficult if not impossible.

Consequently, a project! in which the European Centre of Excellence on SDC was asked
to harmonise the SDC approaches of the different countries was launched. As a result
two SDC methods were proposed: targeted record swapping (TRS) and adding random
noise based on the cell-key method (CKM). These methods were tested by the partners of
the Centre of Excellence on SDC that took part in the project, using SAS software ob-
tained from ONS.

By suggesting to use one or both of these methods as harmonised approach by the EU
member states, it became apparent that a more general implementation in (existing) open
source SDC software would be needed. Hence, Eurostat asked the Centre of Excellence
on SDC to provide these implementations.

In the current extended abstract, we will quickly describe the suggested methods and
introduce the implementations that have been developed. At the time of writing this ab-
stract the tests of the new implementations were ongoing, hence results of those were not
yet available. However, at the NTTS meeting in 2019 we will be able to show test results
of all project partners and hopefully also of some voluntary testers from outside the pro-
ject.

2. METHODS

For the protection of the hypercubes of the European 2021 census, two methods are pro-
posed by the Centre of Excellence on SDC: targeted record swapping (TRS) and random
noise based on the cell-key method (CKM). In this section we will briefly describe the

! The project is partly funded by the EU project ‘Open Source tools for perturbative confidentiality meth-
ods’, Specific Grant Agreement N° 2018.0108 under the Framework Partnership Agreement N°
11112.2014.005-2014.533.



two methods. See the deliverables of that project for more detailed information:
https://ec.europa.eu/eurostat/cros/content/harmonised-protection-census-data en.

2.1. Targeted record swapping

Targeted record swapping (TRS) is a pre-tabular method, applied to the microdata that
underlie the census frequency count tables. Swapping means that certain scores on cer-
tain variables will be interchanged between certain records. For example, assume two
records i and j are selected to have their scores x; and X; respectively on variable X
swapped. Then record i will get score x; and record j will get score x; assigned, The main
characteristics of the TRS approach for the census are:

e TRS swaps households, i.e., individuals are not swapped separately.

e For each level of geographic hierarchy, households of high disclosure risk are de-
termined.

e Only the geographical variables will be swapped between pairs of ‘similar’
households.

e Swaps are made in every geographic hierarchy level.
e Households which do not fulfil k-anonymity are swapped.

e At the lowest hierarchical level an additional number of households is swapped,
such that in total a minimum number of households defined by a pre-set percent-
age will be swapped.

2.2. Cell-key method

Random noise based on the cell-key method (CKM) is a post-tabular method: random
noise will be added to each table cell, according to some noise probability distribution
and a mechanism to draw from that noise distribution. Essentially, the method considered
to be used for the census hypercubes is a slightly modified version of the method pro-
posed in [1]. CKM assigns random record keys to the records in the microdata underly-
ing the census frequency count tables. Those record keys are drawn from a uniform
U(0,1) distribution. When constructing a cell in a census table, not only the number of
records in that cell is counted, but their record keys are added as well and the fractional
part of the resulting number is set to be the cell key. The cell key can thus be regarded as
a uniform U(0,1) variable as well. Given pre-set transition probabilities (the so-called p-
table), the noise is then determined as function of the cell key and the cell value. This
way consistency is guaranteed: whenever the same cell appears in some table, the cell
value as well as the cell key will be the same and thus the added noise will be the same.

To construct a p-table, an R-package was developed. This package is made available via
https://github.com/sdcTools/ptable.

Additivity is not guaranteed when applying CKM based random noise. This is due to the
fact that the noise will be added to each cell individually, i.e., additivity constraints be-
tween inner cells and marginal cells are not taken into account when adding the noise.
When proposing this method, the Centre of Excellence got the impression from the cen-
sus working group that consistency would be valued higher as opposed to the additivity.


https://ec.europa.eu/eurostat/cros/content/harmonised-protection-census-data_en
https://github.com/sdcTools/ptable

3. SOFTWARE

For the above two mentioned methods, Open Source software implementations are de-
veloped. The software is available at the http://github.com/sdcTools website. We will
briefly describe the available software.

3.1. Targeted Record Swapping

For TRS a library was programmed in C/C++ and the sources are available at the reposi-
tory recordSwapping on github. The general call to perform the record swapping is given
by

RecordSwap (std: :vector<std::vector<int>> data,
std::vector<int> similar, std::vector<int> hierarchy
std::vector<int> risk, int hid, int th,
double swaprate, int seed)

where data is the rectangular table containing the microdata with only integers as
scores, similar is a vector of indices of the variables in data that define similarity of
households, hierarchy is a vector of indices of the variables in data that define the
geographic hierarchy, risk is a vector of indices of the variables in data that are used
to determine the k-anonymity risk, hid is the index of the household identifier in data,
th is an integer defining the k of the k-anonymity, swaprate is a number between 0 and
1 defining the minimum proportion of households to be swapped and seed is an integer
defining the seed for the random number generator.

The library can be used from different user interfaces, using appropriate wrappers. E.g.,
the Rcpp package can be used to import the functionality into R. We have also made
TRS available through the p-Argus program.

3.2.  Cell Key Method

CKM is essentially a method that comprises of data wrangling and table building. There-
fore, two implementations are made available: an implementation in R as the cellKey
package and an implementation in t-Argus.

3.2.1. cellKey package

The cellKey package is already slightly more general than actually needed for the census
table protection. It can deal with frequency count tables using the original method of the
ABS as well as the slightly adjusted CKM. Moreover, it can deal with (weighted) magni-
tude tables and weighted frequency tables using the method as described in [1]. Moreo-
ver, it can generate record-keys in several ways. In this abstract we will focus on the use
for frequency count tables of the 2021 census, using the slightly adjusted CKM and as-
sume that the record-keys are added to the microdata as an additional variable, generated
from a uniform U(0,1) distribution. With the cellKey package you can specify the table
and get the perturbed table using CKM. For the perturbation a p-table has to be specified.
Potential p-tables can be generated with the ptable R-package which is a dependency of
the cellKey package.

You can get information on the applied perturbations by using the print and summary
commands.


http://github.com/sdcTools

3.2.2. T-Argus implementation

With the t-Argus implementation, we again assume that the record-keys are added to the
microdata as a separate variable. The p-table to be used to determine the perturbations
can be generated by the ptable R-package. The file containing the p-table can be speci-
fied in the metadata section of t-Argus. The implementation can also deal with weighted
frequency count tables using the method as described in [1]. Once you have specified the
frequency count table, you can choose the Cell Key Method as one of the ‘Suppress’ op-
tions. After application of the method, the perturbations can be made visible using the
‘Colored view’ (see Figure 1 for an example): the darker the color, the larger the applied
noise.
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Figure 1. Colored view of a table in t-Argus protected by CKM based random noise

The table can be saved in the standard ways of t-Argus, but also in a new ckm-format.
That format optionally contains the original cell value, the perturbed cell value, the dif-
ference as well as the cell-keys. Additional information on the perturbations is saved in
the report file produced by t-Argus whenever a table is saved.

4. CONCLUSIONS

The Centre of Excellence on SDC has produced implementations in Open Source SDC
software to apply the TRS and the CKM based random noise to the 2021 census data.
This way it has become easier for member states to apply and test the methods to their
own data. Moreover, in case they decide to use one or both methods, they can now start
to think about incorporating any one of the implementations into their production pro-
Cess.

At the time of writing this abstract the tests of the new implementations were ongoing,
hence results of those were not yet available. However, at the time of the NTTS 2019 we
will be able to show the first results from applications of the implementations to real cen-
sus data.
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